
 

The De Montfort School 
Student ICT E-Safety and Acceptable Use Policy 

 
You are requested to use school computer equipment in and out of school responsibly and 
safely.  We ask you to respect the equipment in school and be sensible when using it.   
 
I agree to follow these rules when using the school network, learning platforms, email and internet 
facilities:  
 

 I will always keep my passwords a secret. 

 I will not attempt to gain unauthorized access to the school network or to any other 
computer system found on the Internet. 

 I will not attempt to log on using another person’s username and password with or without 
their permission.   

 I will not attempt to access another person’s files or personal information. 

 I will not interfere with, damage or vandalise any ICT equipment.  If I do, I understand that I 
may be charged for the cost of repairing or replacing the equipment, over and above 
whatever other sanctions are imposed. 

 I will not attempt to upload unsuitable, illegal or unauthorised files onto the school 
network.  This includes inappropriate images, movies, applications, and hacking software  

 I will not bring unsuitable, illegal or unauthorised files into school on any form of portable 
media storage device, including USB memory sticks, mp3 players, iPods, mobile phones 
etc.  I accept that these devices may be confiscated if I am caught attempting to display, 
access or upload files of this nature 

 I will always ask for permission to use the printer and will not print unnecessarily.  I also 
understand that any print jobs I send to the printers are monitored and recorded. 

 I will not use the school network to play non-educational games. 

 I will not use the school network to access any unsuitable internet sites, including games 
websites (other than educational games when directed), proxy websites, pornographic 
websites, file download or shareware websites or social networking sites. 

 I will not use social networking sites to contact members of The De Montfort School staff 
(for example, Facebook, Twitter, SnapChat etc). 

 I will not use Social Network Sites in school unless it is for educational purposes 

 I will not use my school email address as a contact for social networking sites or for signing 
up to online services, forums unless for school approved purposes. 

 I will take personal responsibility to check the copyright status of any material that I obtain 
from the internet, or post on to the internet.  

 I will not take information from the internet and pass it off as my own work.  

 I will only use the internet for educational purposes. I will not use it for financial gain, for 
gambling or for advertising. 

 I will report any misuse of the internet, unsuitable content or activities immediately to a 
member of staff. 

 In the interests of my own e-safety, I will report any attempts to contact me by people 
outside the school community to a member of staff. 

 I will not attempt to release viruses, or carry out any other malicious practice that 
contravenes the Computer Misuse Act 1990. 

 I will abide by all other relevant government legislation concerning appropriate use of the 
internet. 



 I understand that my computer access in school is routinely monitored using NetSupport 
and Policy Central software.  This also includes internet access and email.  Internet and email 
access is also monitored on all personally requested devices connected to the school 
network.  These devices are connected to the network when requested by the user and 
must be done by a technician. 

 I am aware of the CEOP report button and know when to use it.  
  
 
  

 
 
Additionally, when using a computer, 



 Always keep your personal details private (your name, family information, journey to school, 
are all examples of personal details) and never post these on a website. 

 Never meet an online friend without taking a responsible adult that you know with you, and 
don’t befriend people you do not know.  Not everyone online is who they say they are. 

 Do not post any pictures online that staff, or your parents may consider to be 
inappropriate.  Remember, once you upload a picture on to the internet, most people will be 
able to see and download it.  It’s not yours anymore. 

 Do not respond to any messages that are mean or in any way make you feel 
uncomfortable.  Let a member of staff know if you are receiving such messages.  I will also 
be polite and responsible when I communicate with others 

 
Using School Laptops and Chromebooks at Home 
 
In some circumstances, students may be allowed to borrow school laptops.  Sixth Form students will 
also have access to a Chromebook, which they keep after the completion of their A Levels. 
 

 During your education at The De Montfort School, the device remains your responsibility 
until you return it back to the school.  Ownership and responsibility of Sixth Form 
Chromebooks transfers to the student at the completion of their A Levels.  All other devices 
must be returned to the school once the student leaves, or when the student no longer 
needs it. 

 You will not leave the device unattended and it must be securely stored when not in use.   

 You will not install any software on the device without consulting the TDMS Tech Team first. 

 Any technical issues with the device must be reported immediately to a member of the 
TDMS Tech Team.  Students MUST NOT attempt to disassemble the device or attempt to fix 
it themselves. 

 If you lose your device, or if it is stolen, you must report it immediately to your form teacher, 
or a member of the ICT Tech. 

 If you accidently damage the device, you must report it immediately to your form teacher, 
or a member of the ICT Tech Team. 

 No modifications will be made to the device.  All hardware changes and installations must be 
completed by a member of the ICT Tech Team. 

 The device is to be used for educational purposes only. 

 It is recommended that data stored on the device is either backed up on to a USB memory 
stick, or saved in your Google Drive regularly.  Should an issue develop with the device, the 
ICT Tech Team may be required to reset the device to its original factory settings.  Such a 
procedure will result in the irretrievable loss of all information stored on the device. 

 While the device remains school property your usage of the device will be monitored 



 I accept responsibility for the safe keeping of the device and if it is damaged beyond repair 
or lost I will be invoiced for the full cost of the replacement: 

 
For Sixth Form students who have been given a Google Chromebook, your device will be removed 
from the TDMS admin management console at the completion of your course, and you will then own 
and be completely responsible for the Chromebook. 
 
Sanctions 
 
I recognise, understand, and agree to the following sanctions as consequences for unacceptable use 
of The De Montfort School network, learning platforms, email and internet facilities. 
 

1. A warning which may include a letter home and put on file as well as an appropriate 
sanction. 

2. The suspension of all network, Internet and email privileges on a temporary or permanent 
basis. 

3. Referral to a member of the Leadership Team (who will then decide on appropriate action) 
or to other relevant authorities including, where necessary, the Police. 

 
 
 
 
 
Student name: ……………………………………………………… 
 
 
Signed: ………………………………………………………………… (student)  Date: ……………………………… 
 
 
 
 
Parent/Carer name: ……………………………………………… 
 
 
Signed: ………………………………………………………………… (Parent/Carer) Date: ……………………………… 
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