
 

 

8 June 2022 

 

Ransomware attack 
 

Dear Parents/Carers 
 
As you are aware, on Tuesday 24 May 2022, the school was victim of a ransomware attack. Having spoken 
with the police, this is becoming more and more common. Unfortunately, organisations including schools across 
Europe and the UK, are currently being targetted with cyber attacks which are mainly aimed at causing 
disruption and extorsion. The school is working with a third party company who has supported our IT team to 
completely clean and rebuild the systems in order to protect from future attacks. This work is still ongoing and 
most, but not all systems have be restored.   
 
During the restoration process this week, we have now discovered that both staff and current and previous 
student personal and sensitive information has been stolen. This includes student names, personal information 
such as gender, enthnicity, and free school meal information. We have not found evidence of contact details, 
such as addresses or phone numbers, being stolen. The ICO (Information Commisioner’s Office) has been 
notified of the breach and we are working closely with the police in an ongoing investigation.  
 
Although very upsetting, the detrimental impact on the individuals whose data has been stolen is not currently 
considered to be high. Attached to this letter is a leaflet from the police that details how you can further protect 
yourself and what to be aware of in light of this data breach. This link takes you to the National Cyber Secutity 
website which contains further advice and guidance. 
 
Work to restore the system is still ongoing as we are working through methodically to strengthen our security 
further and ensure that this does not happen again.  
 
For more information about how we use your personal data, please see the Privacy Notice for Parents and 
Carers which is published on The Four Stones Multi Academy Trust website 
https://the4stones.co.uk/docs/policies under the general policies section.  
 
If you have any questions or queries regarding this matter, please contact Jess Hathaway, Chief Operations 
Officer for The Four Stones Multi Academy Trust on dpo@thefourstonesmat.co.uk. 
 

Yours sincerely 

 
Ruth Allen 
Headteacher 
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